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ABSTRACT. I discuss the function ge fromfe frombytes vartime

used in Monero’s key-image functions.
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1. INTRODUCTION

In this short note, I discuss the function ge-fromfe-frombytes-vartime
which Monero uses for it’s Key-images. Note that this code is inherited
from the the original CryptoNote developers, who although seemingly
competent at cryptography, have a deficiency when it comes to ex-
plaining or commenting their work. Note that I have already replaced
the majority of Monero’s cryptographic library last summer with Bern-
stein’s "refl0" implementation of ed25519.

There have been several recent research papers (from well-known

authors no less) discussing how to map an arbitrary string to an elliptic
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curve point, see | , |. It is interesting that the "hash
to Point" function, ge-fromfe-frombytes-vartime, used in CryptoNote
| | does not seem to appear in any of these, and in fact seems to be

potentially a more efficient algorithm.

2. FE FROMBYTES

This part is clearly fe frombytes from refl0.

3. UNKNOWN PART

Assume at first that y = 0 on first try, and sign = sign.
Then we have:

Wr+1—2=0

so that x = 2u? + 1.
Thus

2u? + 1 = r2(w? — 24%u?)

2w\
o= w2 —2az2)

In this case that we have computed the square root correctly on the

showing that

first try. Now we verify that the computed y and x are on the curve.
7y = w? — 24%% = (2u? 4 1) — 24%°

rat = (w/z,)”

w

_ 2 2 2,2

) (w2 — 2A2u2) —w
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(if rat is actuallty the square root).
Y= (2u2+1—xt)

re = —u (2A(A+2)3)é:—(2A(A+2)

Lp

w?w

w? — 2A2u?

z= 24w =—(w—-1)A=(1-w)A

(note —z = 2Au?, zA = —2A%u?

rz=z4+w

7% = (z +w)’

2

To—final = (2 + W) <2A (A+2)

X2 = 72 ((A | gy 2AuTw >
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1

U w 2
w2+ zA

)

N|=



UNDERSTANDING GE FROMFE FROMBYTES VARTIME 4

check that
X222+ Y22 = (%) 4+ XY
or in other words, that

ZW

Zw
7Y A4+2) ————+ 22— w)P =2+ (A 2z —w)?
(A+ )w2—i-AzjL (z = w) +( ) w2—|—Az(Z w)
dividing out Z2:
2 2w 2 7 2 W
A+2) ——F+ — = A—2)———
) (A+2) e — ) L (4 w) A - 2)

Now multiply through by w? + Az

(z+w)? (A+2) 2w + (2 — w)* (w? + Az)

°

= (z +w)” (w? + Az) + (A = 2) (zw) (z — w)”

After plugging in z = (1 — w) A, you can verify with a computer algebra
system, such as Maxima, that both sides are equal.

Now there are several if statements for different cases. First it is
checked if the computation actually resulted in the negative square
root. If this isn’t the case, then it is checked if you have computed a
squareroot for the negative of the original value. Finally, noting that
p = 2255 — 19 = 1 mod 4 thus —1 is a non-residue, so taking the
products of non-residues gives a residue, and we multiply our attempt

by —1.
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